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The critical factors to achieving cyber security are prompt detection 
of cyber incidents and immediate response. The Toppan Group 
carried out a series of cyber drills in fiscal 2019, in addition to 
ongoing drills to rehearse the reporting of suspicious emails.

Toppan conducts suspicious email reporting drills for Group 
directors and employees. In June 2019, the drills were expanded 
to include dispatched staff and subcontractors, as well. To prepare 
for this reporting drill, the Group requested all users of Toppan 
email addresses (about 21,000 users in total) to add a shortcut link 
or icon that could be quickly clicked on their standing screens to 
report suspicious emails.

To respond to an increase in business email compromise (BEC) 
incidents, the Toppan Group held a drill to rehearse the reporting 
of suspicious emails, in December 2019. About 31,400 employees 
from Toppan and Group companies took part. The drill led to a 
steep improvement in the percentage of suspicious email reports 
submitted within one hour from email receipt.

■ Complying with the Amended Japanese  
　 Act on the Protection of Personal  
　 Information

The Toppan Group complies with the amended Act on the 
Protection of Personal Information enforced in May 2018 in Japan, 
in line with a set of guidelines issued by the Personal Information 
Protection Commission of Japan. Toppan has revised the Group’s 
personal information protection bylaws based on the amended 
act and strived to prescribe the revised bylaws throughout the 
Group. The key revisions to the bylaws are additional rules on 
the verification of appropriateness when obtaining personal 
information, procedures for providing information to third parties, 
and the handling of “anonymously processed information*.” 
Agreements on outsourcing operations have also been reviewed.

■ Complying with the Revised JIS Q  
　 15001:2017

In 2017 the Japanese Standards Association (JSA) revised JIS Q 
15001:2017, a standard for accrediting a business operator or other 
entity with an appropriate system for the protection of personal 
information. The Toppan Group has joined an inter-business 
project to compile a handbook on the revised standard in order to 
spread the relevant information throughout the printing industry in 
Japan. Toppan has also directed Group companies to formulate a 
personal information protection system to meet the requirements 
for PrivacyMark accreditation under the revised standard.

■ Complying with PCI DSS for Credit  
    Card Information Management

The Toppan Group follows the principle of “not storing cardholder 
data” for credit card issuance operations. The Group works to 
comply with the Payment Card Industry Card Production (PCI 
CP) and the Payment Card Industry Data Security Standard (PCI 
DSS), a standard applied to the production of credit cards and a 
standard applied to the datacenters that store and manage card 
data, respectively.

■ Complying with the EU’s GDPR

The Toppan Group complies with the recently enforced General 
Data Protection Regulation (GDPR), a piece of EU legislation that 
imposes strict punitive actions, in line with the policies prescribed 
by the Personal Information Protection Commission of Japan. 
Based on the GDPR, Toppan has revised its bylaws, improved its 
existing data protection structure, and provided training to Group 
employees. Toppan is also concluding standard contractual clauses 
(SCC) with its overseas Group affiliates for the transfer of personal 
data outside of the European Economic Area (EEA).

The Toppan Group complies with the amended Act on the 
Protection of Personal Information of Japan, the revised Japanese 
Industrial Standards (JIS) standard for accrediting PrivacyMark 

systems, the recently enforced EU General Data Protection 
Regulation, and other information-protection legislation around the 
world.

*Personal information that has been processed to ensure that 
it cannot be used to identify a specific individual or otherwise 
restored to its original form, as defined by the Act on the 
Protection of Personal Information of Japan.
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